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Purpose

Pennsylvania College of Optometry provides electronic communications resources to support its mission.  The College retains the right to view/review any communication posted on its proprietary electronic communications systems including voice mail, electronic mail, internet sites and/or computer files. This policy sets forth the College’s policy regarding use of, access to, and disclosure of electronic communications.

Policy:

A. Privacy, Confidentiality and Public Records Consideration

PCO will make reasonable efforts to maintain the integrity and effective operation of its electronic communications systems.  Users should not consider these systems secure mediums for the communication of sensitive or confidential information.   A password is not intended to ensure the personal privacy of electronic communications.  Also, electronic communications including computer files, voice mail, and electronic communications are not anonymous.

B.   Permissible Users of Electronic Communications

Authorized Users

Authorized users are PCO faculty, staff and students and other persons who have received permission under the appropriate PCO authority to use PCO’s electronic communications systems, computer files and other stored communications and resources.

Authorization is given by way of receipt of a username and password from the MIS department for computer use and activation of the voice mail system for voice mail capability.

Purpose of Use

The use of any PCO resources for electronic communications must be related to PCO business including academic pursuits and patient care if you are an authorized user.  Incidental and occasional personal use of electronic communications may occur when such does not generate a direct cost for PCO.  Any such incidental and occasional use of PCO electronic communications resources for personal purposes is subject to the provisions of this policy.  The use of PCO resources for electronic communications must be consistent with this policy, other applicable PCO policies as well as City, State and Federal laws and regulations.

B. Electronic Communications Code of Conduct

Access to all electronic communications are provided to faculty, staff and students to connect to informational resources for the purpose of serving as a tool for work and study.  To ensure that electronic communications are used in a responsible constructive manner, the following guidelines are established.

1. Prohibited uses of Electronic Communications include but are not limited to:

a. Use of electronic communications by an unauthorized user i.e., an individual who has not been given access to electronic communications by an authorized PCO information services agent.

b. Gaining access to electronic communications by using another user’s name or password or constructing an electronic communication so it appears to be from someone else.

c. Sharing your username and/or password with another individual.

d. Viewing, creating, downloading, forwarding or sending of pornographic or similarly inappropriate Internet sites; creating or forwarding messages, images or jokes containing derogatory or offensive remarks, gender specific comments or images about race, religion, national origin, physical attributes, sexual preference, age, political belief or disability.  These restrictions also apply to the use PCO's voice mail system.

e. Attempting unauthorized access to or disclosure of employee, student or patient care information, including all information regarding a patient’s identity, treatment or diagnosis.

f. Obtaining access to the files or electronic communications of others for the purpose of satisfying idle curiosity, with no direct PCO business purpose.

g. Use of electronic communications to communicate non-work related messages to “all users” or to buy or sell personal goods or to solicit for religious or political causes, commercial enterprises, outside organizations, or other non-job related solicitations

h. Sending copies of documents in violation of copyright laws.

i. Inclusion of the work of others into electronic communications in violation of copyright laws.

j. Capture and opening of electronic communications except as required for authorized employees, contractors or consultants to diagnose and correct delivery problems.

k. Use of electronic communications to harass or intimidate others or to interfere with the ability of others to conduct PCO business.

l. Use of electronic communications systems for any purpose restricted or prohibited by laws or regulations.

m. Personal use that creates a direct cost for PCO.

n. Use of PCO’s electronic communications resources for personal monetary gain or for commercial use not directly related to College business.

D.
PCO Access and Disclosure

1. General Provisions

a. Computers are the property of PCO.  PCO has a legitimate business interest in the proper utilization of its property.  Therefore, any use of PCO property, and any electronic communications sent or received may be monitored by persons authorized by PCO.  Faculty, staff, students and others who use PCO property for non-work related purposes do so at their own risk.

2. Monitoring of Communications

PCO will not monitor the content of electronic communications as a routine matter.  However, it may do so to the extent permitted by law and as PCO deems necessary to maintain the integrity and effective operation of PCO’s electronic communications systems or for PCO related purposes.

3. Inspections and Disclosure of Communications

PCO reserves the right to inspect and disclose the contents of electronic communications under the following circumstances:

· an investigation triggered by indications of misconduct or misuse

· locate substantive information required for PCO business

· respond to legal processes and fulfill PCO’s obligation to third parties

4. Limitations on Disclosure and Use of Information Obtained by Means of Access or Monitoring

The contents of electronic communications, properly obtained for PCO purposes, may be disclosed without permission of the user.

C. Policy Acknowledgement

All faculty, staff and students will sign and submit to the Human Resources Department, the Electronic Communications Policy Acknowledgement form. By doing so, it is acknowledged that (s)he has received and reviewed the policy on electronic communications, understands the policy and agrees to be bound by the terms of the policy.

E. Disciplinary Action

Any faculty, staff or student who violates this policy may be subject to disciplinary action, up to and including termination or dismissal.

